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receiving a second signature from the network separately from at least one 
of the first and secWosmformation; and 

choosing ohe of the signature and the second signature for authentication 
over the first and second information. 

23. (New) The metKbc^for distributing information of claim 1, further 
comprising steps of: 

generating a se6pnd signature ovef^e first information and the second 
information; and 



sending the second signature over the network separately from at least one 
of the first information and the seconq information. 



REMARKS 

Attached hereto is a marked-up version of the changes made to the 
specification and claims by the current amendment. The attached page is captioned 
" Version with marking to show changes made ." No Claims been amended. No 
Claims have been canceled. Claims 21-23 have been added. Therefore, claims 1-23 are 
present for examination. 



CONCLUSION 

In view of the foregoing, Applicants believe all claims now pending in this 
Application are in condition for allowance. The issuance of a formal Notice of 
Allowance at an early date is respectfully requested. 
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If the Examiner believes a telephone conference would expedite 



prosecution of this application, please telephone the undersigned at 303-571-4000. 



TOWNSEND and TOWNSEND and CREW LLP 

Two Embarcadero Center, 8 th Floor 

San Francisco, California 941 1 1 -3834 

Tel: (415) 576-0200 

Fax:(415)576-0300 

TDFrcmb 

DE 7079553 v1 
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VERSION WITH MARKINGS TO SHOW CHANGES MADE 

1 . (As Filed) A method for distributing information which includes a 
signature, the method comprising steps of: 

generating the signature over first information and second information; 
sending the first information over a network; 

sending the second information over the network separately from the step 
of sending the first information; and 

sending the signature over the network separately from at least one of the 
first information and the second information. 

1 : v 2. (As Filed) The method for distributing information of claim 1, 

wherein the first information comprises an authorization data structure and the second 
information comprises a software object. 

3. (As Filed) The method for distributing information of claim 1, 
further comprising a step of appending the signature to the first information. 

4. (As Filed) The method for distributing information of claim 1, 
determining which resources a software object in the second information is entitled to 
interact with. 



5. (As Filed) The method for distributing information of claim 1, 
wherein the step of sending second information comprises a step of waiting a 
predetermined time period after the step of sending the first information before sending 
the second information. 
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6. (As Filed) The method for distributing information of claim 1, 
wherein the first information includes authorization information for an associated 
software object. 

7. (As Filed) The method for distributing information of claim 1, 

wherein: 

the step of sending the first information comprises transmitting the first 
information over a first transmission pathway, 

the step of sending the second information comprises transmitting the 
second information over a second transmission pathway different from the first 
transmission pathway, and 

the step of sending the signature comprises transmitting the signature over 
a third transmission pathway different from at least one of the first and second 
transmission pathways. 

8. (Previously Amended) A method for detecting modification of 
information, the method comprising steps of: 

receiving first information from a network; 

receiving second information from the network separately from the step of 
receiving the first information; 

receiving a signature from the network separately from at least one of the 
first and second information; and 

authenticating the signature over the first and second information. 



9. (As Filed) The method for detecting modification of information 
of claim 8, wherein the first information comprises an authorization data structure and the 
second information comprises a software object. 
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10. (As Filed) The method for detecting modification of information 
of claim 8, wherein: 

the step of receiving first information comprises receiving the first 
information from a first transmission pathway, 

the step of receiving second information comprises receiving the second 
information from a second transmission pathway different from the first transmission 
pathway, and 

the step of receiving a signature comprises receiving the signature from a 
third transmission pathway different from at least one of the first and second transmission 
pathways. 

1 1 . (As Filed) The method for detecting modification of information 
of claim 8, further comprising a steps of: 

correlating the first information to the second information; and 
correlating the signature to the first information and second information. 

12. (As Filed) The method for detecting modification of information 
of claim 8, further comprising a step of determining a lifetime for which the second 
information is usable. 

1 3 . (As Filed) The method for detecting modification of information 
of claim 8, further comprising a step of checking the first information for an authorization 
corresponding to the second information. 

14. (Once Amended) A conditional access system for detecting 
modification of information, comprising: 

an information object; 

authorization information, wherein a signature is generated over the 
information object and the authorization information; 
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the information object uses a first transmission pathway to a set top box, 
the authorization information uses a second transmission pathway to the 

set top box that is different from the first transmission pathway, and 

the signature uses a third transmission pathway to the set top box that is 

different from at least one of the first and second transmission pathways. 

15. (As Filed) The conditional access system of claim 14, further 
comprising an authorization message which includes the authorization information and 
the signature. 

16. (As Filed) The conditional access system of claim 15, wherein the 
authorization message includes a plurality of signatures. 

17. (As Filed) The conditional access system of claim 16, wherein 
each of the plurality of signatures uses a different signing algorithm. 

18. (As Filed) The conditional access system of claim 14, wherein the 
authorization information includes authorization tiers which pre-authorize a plurality of 
information objects. 

19. (As Filed) The conditional access system of claim 14, wherein the 
information object is sent separately over a network from the authorization information. 

20. Previously Canceled. 



Please add new claims 21-23 

-2 1 . (New) The method for detecting modification of information of 
claim 8, further comprising steps of: 



+ 



* 
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determining if access of at least one of the first and second information is 
authorized; and 

ignoring the second information if not authorized. 

22. (New) The method for detecting modification of information of 
claim 8, further comprising steps of: 

receiving a second signature from the network separately from at least one 
of the first and second information; and 

choosing one of the signature and the second signature for authentication 
over the first and second information. 

23. (New) The method for distributing information of claim 1, further 
comprising steps of: 

generating a second signature over the first information and the second 
information; and 

sending the second signature over the network separately from at least one 
of the first information and the second information.— 
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